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A1sAnnalUswASY ESET NOD32 Antivirus a@1uisaanudlvanluswnsuleaann

www.thaiware.com 3ntufazlalnddnsuandauiuiiluiases weaanflwdduiazd
v X
PRV UL T
@ Install ESET NOD32 Antivirus 5 ]

ESETNOD32 ANTIVIRUS 5

Install ESET NOD32 Antivirus 5

Faster and more effective PC protection
Experience ESET NOD32 Antivirus - built for the most cutting-edge
protection from a broad range of Internet threats, induding viruses,
rootkits, and spyware.

Internet connection is required

Select product language: English hd

Install

13 =

Y & a Y § ¥ = v a S & A w
nasntuAanUy Install  Aagdintlvigmuieulunisldeu adn | Accept annuufaziingd

Tmaanlunisinds Tausnazilunistudunsiafeddu Live Grid Yodaaaduniswiaufiou

VA ELUnlsunsuilaidan wustlidennsaesds ndwinuuadniitu Next 14

@ Install ESET NOD32 Antivirus 5 -
ESETNOD32 ANTIVIRUS 5

Participate in the ESET Live Grid Network
V Yes, [ want to participate

Built on ThreatSense.net advanced early warning system, ESET Live Grid is designed to provide additional levels of
security to your computer. It constantly monitors your system’s running programs and processes against the latest
intelligence collected from millions of ESET users worldwide. Additionally, your system scans are processed faster and
more precisely as the ESET Live Grid database grows over time.

Detection of Potentially Unwanted Applications
¥ Enable detection

Potentially unwanted applications are programs that usually require the user's consent before installation (may
include some adware, utilities and rootkits among others). Although they may not pose direct security nsk, they can
affect your computer’s perfformance and speed, and in some cases, change in behavior

Destination folder: C:\Program Files\ESET\ESET NOD32 Antivirus Change..

ntuazdumsandalusinsuluauay Aaiintnenadunnli Activate TUswnsy F9azvinle 3
78 lnannsld Activation Key (@ednsdedoarnarsusena ssuviilulneludivie) 359 2 Ae

Activate Tagld Username wag Password  @99gl@sunadainiii Product Code 1
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ameidoui http://nod32th.com/register/index.php 1ag Product Code fanunsadade

Wulneuasialas (d3%e Product Code) uagisanvingde Activate wuunaaasly

Product Activation

L2 o

Product Activation Type CHer

Importart! Choose an option below to activate your ESET security product. Your product
must be activated to ensure maximum protection.
() Activate using an Activation Key (recommended)
Select this option if you purchased a CD or download version and have a 12, 13
or 20-digit activation key.

@ Aclivate using a Usemame and Password

Select this option f you received a license email with your Usemame and
) Activate Trial License

Select this option f you would like to use and evaluate this product.

< Back [ Next > ] [ﬁd.i\rate Later

A5 g9

@ ESET NOD32 Antivirus

Home

Computer scan

© [

Update

@

Setup

Tools

O X %

Help and support

ESETNOD32 ANTIVIRUS 5

Home

Maximum protection

Computer v Maximum protection
v Web and email v Maximum protection

Operating system is not up to date

This computer does not have all available operating system updates installed.

Please install the missing updates by means of the Windows Update service. For

more information, click here,

Frequently used
Run Smart scan

Statistics

1
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ESET amsinwineuiedniseeniuy Dashboard dladieudieienty ielsildmly
annsaldauldlion lnelsrazdmadunsldou uazezsudaaniuzvestusunsulsinme
Haw27 usleeelsii wudinsuiuudsTusunsuluniimvdndu SdudenldBanguiniians
wuzthinlunsldoundausn asdnludduudad Advance  Setup  rew Tnaudnlud
wiosnegniluueiiuu Feludasiiuynisuiuudseguinunsliiden fdrluidents

MALNEANNUNNT M9 UUYDIAULDY

7 =
@ ESET NOD32 Antivirus | B S
Advanced setup
[
| ® AV idah = The Computer section allows you to configure antivirus and antispyware settings and define
g IRXLIO.aNG AnapS advanced protection controls of your computer.
! I} Resl-time file system protection
Document protection Antivirus and antispyware subsection lets you configure real-time protection, document
Computer scan protection, computer scan options and exdusions of files and folders.
Startup scan
Exclusions HIPS gives you the ability to control actions of applications and processes and prevent
Removable media unwanted behavior.
=@ HIPS
Advanced setup

-} @8 Web and email =
+ Email client protection
Web access protection
Protocol filtering
+-& Update
& Update
=-X Tools
Log files
Proxy server
£ Quarantine
ESET Live Grid
System updates
Diagnostics
-} W& User interface
Graphics -

[ Sox || concel Defoult

AMENUR
1. Aand® Gamer mode annTsldisuuazundisodlunisiauvedusunsuly

s

PN v s [ o vy
vuey i neunsvseiduny lnganunsauuliiliaes

a

dzenldulasnlutilaedilud
Setup -> Enter advanced setup @®n User interface -> Gamer mode Lazinludes
Enable Gamer Mode when running applications in full-screen mode automatically.

2. Live Grid usamdoyaliduazdnvaznisvhauvedhsaangld Nods2 hlan

wUSul g uteyavedlusunsuliiualivetiaue Insenfumalulad Cloud
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® ESET NOD32 Antivirus =B R
ESETNOD32 ANTIVIRUS 5
Computer scan
/N Hame
s Computer scan
U Computer scan
i @ Sy
# Sateg B Secoion ofsean profile and targets 1o 1can
X ool [ computer scan 12 |
o Help and support i Em
j Scan targats: Scan profile:
1o selection v|  in-depth scam v | Setup..
|
s Computer

1 Opsrating memory
L A

R

Scan without deanng

=D

1
= U

Nod32 13959Ull 5995UNSakNULAZIANISAU Removeable Media lagiilana
Removeable Media 2¢In15waAaUlAd@LNUITUT YIDAWAUNIEVAY (B1U150USTULAIAN
a v v o aada A |
BuduliawnuuANdouse)

Nod32 5845Un15aknUlasSUNaNve RS 09AnRAIlaslATaIdUUULATEYNY dAILEaN
Tun1saunulivianuy Smart Scan, In-Depth Scan wag Context Menu Scan. 31AA1%
nAaaUNUI Eset anunsoaunulndldreudnada nsegiivszann 44.3 wnnsludseiund
Asaknuiud 1 Annzludazldinaiuseunn 23 Ui MegauuuAuiLmas Windows 7

Home Premium Pentium Dual-Core T4200 (64 bit), w53 3GB &15afdn 210GB)

N15AAAY Kaspersky Anti-Virus 2011 Uauuriinoufnnslusinsy deoaudlainla
uninstall TUsunsuueusliialag sananaIeassuiosnan
SuaNUlranlaglaauntinaasIaUNy Kaspersky Anti-Virus 2011 91nuulild

dduarnaUy Download
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Kaspersky Anti-Virus 2011

Kaspersky Anti-Virus 2011-menjadi tu
masa nyata dari berbagai ancaman T
melindungi PC anda. Teknologi canggil

|Enter your Email Address

FANSUISSY

‘Download ]

\iapdnatilvian =dilvidan Run, Save wag Cancel Winauden Save

File’Download - Security Warning ®
Do you want to run or save this file?

IE] Name: kav11.0.2.556en-MY.exe
Type: Application, 113MB
From: www.antivirus365.net

( Rin ) ( save ) ( cancel )
*

I = While files from the Intemet can be useful, this file type can
\0) potentially hamm your computer. if you do not trust the source, do not
= run or save this software. What's the risk? ]

L —

Aanvzauitfeansivilndlulinlvg Tidenn Desktop waznady Save

x

)~ M|~ $tandard_User ~ Downloads v K& [sexrcn

o~ e 2]
{= Desktop

= #

=

Save
| Public
'/ Computer
¥ Browse F leNei \ I Save I Cancel I
—— | | control Panel Z
& Recyde Bin

nszurunsailnanazduty anaialunsandivaniuegfuanuilunaideuse
Sumediin Woniivanaiaudliinaty Close

= 14 Windows xP Wisuidananifiefinss

" §ld Windows  Vista %38 Windows 7 liadnundilnd wdaden Run  as

administrator Wedvannuduniaudnasiliadn Continue
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d' a Yo v a Y a
LN@Q%W@WQ@WQI@?‘U%@V’T}WNLm@u I‘VW’]aﬂ Run

6pen File - Security Waming . I &)
Do you want to run this file?
@ Name: C:\Users\User\Desktop\kav11.0.2.556en-MY.exe
Publisher: Kaspersky Lab

Type: Application
From: C:\Users\User\Desktop\kav11.0.2.556en-MY.exe

€ run ) ( cancel )
L

# Always ask before opening this file

iQ = While files from the Intemet can be useful, this file type can
\'0) potentially harm your computer. Only run software from publishers
you trust. What's the risk?

L —

4 o1 a Ya X gy a < a &
Wamaufnaudatu Tiaan Next lialsun15AARILUL Express

Wtopey ot T T OTOTEW

Welcome to the Kaspersky Anti-Virus
Kaspersky 2011 Setup Wizard

| Anti-Virus
This wizard will upgrade Kaspersky Anti-Virus 2011 on your
2 O 1 1 computer to version 11.0.2.556.

We advise you to close all other applications before
continuing.

Click Next to continue installation.
Click Cancel to exit the Setup Wizard. 1

Select "Custom installation” if you want to change settings
during the installation (recommended for advanced users)

&.ﬁ‘@( Cancel )

N

Sleuhgdonnasauan’ warldeuuarsonsuitoulusioma Tiadnts | agree
slﬁéyﬂgm/iﬁﬂ | accept the terms of participation in Kaspersky Security Network wag@an
Uyl Install

Fomnuiiouann Windows Security Center wnizyinisndslusunsy saduidos

Unfnazsiuazunluedlnednluifilon sAndaasadunan

I Check your computer security [Z]
\ There are multiple security problems with your computer,
Click this notification to fix these problems.
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wdstuneuilusunsuaslvinald activation code  @ail 20 AIBNWT (XXXXX-
XXXXX-XXXXK-XXXXX) ALG5uN19 SMS ddaemdeaztaelildmsnusidumfunlnguay
faaulviies A1liifesns activate FaewmdadzAum license ilegluvazty MnABINTs

activate a9 INAAAILUILNTUIATILAY NJUIQTURDUNIT activate Kaspersky Anti-Virus

2011

¥4 Kaspersky Anti-Virus Configuration Wizard

Activate the application

Activate the application to continue.

@ Activate commercial version
Enter the activation code: XTOO(-)OOOO(-)OOOO(-)OOOOd

If you do not have an activation code you can purchase it online.

() Activate trial version
Evaluate a fully functional version of the application before purchasing it.

(7) Activate later
Full functionality of the application will not be available until it is activated.

‘‘‘‘‘‘‘‘‘‘‘ ST, -k 7AC Y A TR
10 Kaspersky Lab ZAQ, All Rights Reserved

®  Aewins activate ngandatunaznanlueiosnouiunesuedliignies

< Back [ Next > ][ Cancel

]

Iisetumauildnag 1asann activate wd? ziiuylinves License uaziunmuneny

Kaspersky Anti-Virus 2011

ANTUAAN Next Lilotasaduni1sindanas activate 19AAN Finish tABLSUN1TYI197U
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'#a Kaspersky Anti-Virus Configuration Wizard e @ | 5 ]
’ The installation is complete.
Kaspersky

Antl_kus Please note that additional product configuration is
completed the first time the application starts up. This
011 may take several minutes to finish.

Start Kaspersky Anti-Virus

= Back [ Finish ] [ Cancel |

Kaspersky Anti-Virus 2011 %L'%'umsé’wmmgm%gﬁa‘lﬂaé’m‘iuﬁa Kaspersky Anti-

Virus 2011 azdigiudoyailuneiduaign Won1sewanaiadu uwasdaninuain Windows
Security Center agmgluias
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lafamaunamaslulagliu

1. 1254 Brontok
ANWAULINIT

- Menu Folder Option ag#gld

- aiAnlid exe Jownilou Folder lunn Folder Mdadnlug

- fuhidiunifeuin Brontok

- lalansaisenldy Registry Editor wagFolder Option 161
duily

1. winfireufinnesuaneedefinisusslasn wisuaufulilddnnsendnnisuys
finn1sAnsionudsnay

2. 14 Safe Mode (nn 8 $29 mev3daiieq) Wondlugiuraes Administrator

3. WU Run fiunt msconfig N OK L&an Start up NLANLASDININENTNSIENTT
wanileenly norBtok, smss

4. Restart \a3edlyl

5. l1ian File UnHookExec.inf 310

http://securityresponse.symantec.com...UnHookExec.inf

6. dlolvanaalit adnvandilud wdden install

7. 1U7 Run Ak regedit Ui
HKEY CURRENT USERSoftwareMicrosoftWindowsCurrentVe rsionPoliciesExplorer aufn
"NoFolderOptions" = "1

8. lUfi%UserProfile%Local SettingsApplication Data aulwd csrss.exe,
inetinfo.exe, sass.exe, services.exe, smss.exe, winlogon.exe 2ONLVILA

9. Ul %UserProfiledStart MenuProgramsStartup aulwa Empty.pif

10. U7 %UserProfile%Templates aulWd A kotnorB.com

11. Ui %Windir%inf aulnd norBtok.exe

12. 1ﬂﬁ%5ystem% aulwa 3D Animation.scr

2. la¥amay VDO.EXE
I3 o Ay vy v = o ' ] |y ° v val
Jubfanldlaassanudemehowsanssuuminlawsadeanusiangy liwnglan
Anlasaviinilun Wnglhfayielaviisusamiieulvawesnegluiulatanie WU uisliuivana
Ju exe ilidiondnsiufiaziladalilu CWINDOWSsystem32 TngazSudisiuesliuuises

wazasnelng adu VDO.exe Fusniviaizos s uiinazvinisaulid Adu VDO.exe uaannu
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Bunlulaga

1. 191 windows task manager lagna Ctrl + Alt + Del TUfuau processes i
o soundmsg.exe anTuAIANTT end progress Tnen1sAanuINdon end process Waena
delete wanau yes U

2. aulna AAUVDO.exe

3. Ui C:windowssystem32 Wwa1u1lng soundmsg.exe %38 search  m1lwa
soundmsg.exe

4. \U7i Start menu > Run #usiidn RegEdit idonil
HK Local MachineSoftwareMicrosoftWindowsCu rrentVersionRun aue1 Registry #1798 Virus test

5. g11a%afad Handy drive 1941 Save Mode w83 Windows wdadnluaulndedy

VDO.exe

3. Svchost.exe

Ju Worm afianilsiarsterdounuulid Svchostexe wesszuuUfinisiulaia
Falwld svchost.exe Wulwid generic host process 195U iU DLL Iwdiiieadna Service Tuan
L EventSystem, Netman, NtmsSvc, RasMan Imaﬁmmm%’um‘wmm instance W5au
Sndenilsiildio W32.CodeBlue Fadwmansznuiusruvufinsiulaiadldaulusunsy
Useynd 1IS

YUABUNITNNIUVDY W32.CodeBlue

=

1. Fonldlud Hitpext.dl Tuinsesignunindseglulnaines
C:Inetpubwwwrootscripts
2. fvueuaziSonldanusnudds HTTP GET
3. ndsniusueuaradslig C:Svchost.exe waziSenlday
4. C:Svchost.exe azadauazuiludiusiieg vosszuy W32 CodeBlue il
- @54lna C:Svchost.exe wagunlay registry el
HKEY LOCAL MACHINESoftwareMicrosoft WindowsCurrentVersionRun  @sagayasily
Fonldnudimueundsnnn restart indasnads
- a¥19lalddaAs199 Cdvbs FalwddiulndfignidenainTusunsy
C:WINNTsystem32Wscript.exe
1w divbs axaulng ida, .idq waz printer IS service wieldliinsAndean
CodeRed

- Tugieaan 10 winuag 11 u1Rnn davueuazds mail  Nddeyavuiatngluds

=3 § a v = al
Duledusenludiosdu
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FBN5dU

~Tu Drive C w0 D a¢dl Folder #io d wazlu Folder #i7e d Huawil Folder sineg
WU ¢, cpu, N, w LLazﬁuﬂ

- 1§ Svchostexe wosszUUATDLlU CWINDOWSSystem32 ity Tidfidula3a
dwilvgjazeglu C:Svchost.exe M50 C:WINDOWSSvchost.exe
Wil

1. U Start Menu Ll@on Run WUN regedit adn OK Uil
HKEY LOCAL MACHINESoftwareMicrosoft WindowsCurrentVersionRun

2. Hwnvesdernuazuanien Csvchost.exe lfaudorunisilsviniowareanain
TUsunIu

3. Aumuazaulna Csvchost.exe wag C:d.vbs Flashy.exe
ANYAZDINTT

- lignunsaisenly Task Manager, Registry Editor wag Folder Option ¢

- wnnenenuuAlugaeianisin System  Restore  dnuadesiilédasaionls
Flashy.exe azuiswavinliiliananse Login Whin3esiulésniae

~ Eror flazuamstesviufidle smaawunsldin Controller vs Removeble Media $19°)

Teeuniliifierlsifintu uidlodeu Card Reader Winlufasles Error stuil lodey
Flash Drive 1lunsaid@au Memory Card lulu Card Reader wa?

- 111271 Memory Card 439 Flash Drive i Aplication agj (Wwana .exe )
Flashy.exe azdasudoiiosidifudomeaiu Aplication tuq vildidladn Aplication
Masgnisentdauegniuund Flashy.exe ag@eudtasiu Memory Card wagyinlvisiosd
vihamileu Folder wagiilownlldi edosduszuondiudu Folder MsElY luviuseTai
wosuananluRwhAudunisdu Virus dasesluiiud

- Virus ailliundnszagluedots @oldld o Aluidsudvidofndaiaesly
\30eBu Tuas Lan vous ﬁuagagLLﬁiLﬂ%aqaﬁﬁuaeJLﬁwﬁ?u usild Flash Drive {uwuzinu)

- 9IN1TTuanINaluiuilaglisse
vuily

1. Tuldsanu Ao hacked

2. WlUfl Task Manager La®n Processes Mo Flashy.exe Wag systemID.pif 1dan
End Process

3. 1esn lianwsadnlundlud Registry Tu Run > regedit 18 3adasadslndiiie
Uanfon regedit Tnun1sai1s Notepad udafunidsdl Tne File anunsoldandenldtunn

Naa I3 . A a o o A A a ¢ & a9 v I . 2
NIUNUNITINDA regedlt WLﬂﬂ"iﬂﬂl’JiﬂWﬂﬁ]u"] LM@WNWLaiﬁ]ﬂIM save Lﬂumuaqa .inf %99
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maﬂimawimm%nﬁ' Link http://securityresponse.symantec.com...UnHookExec.inf Lﬁa
@519 w50 Download La3a Tiednuiudaiden install

4. "7 Run s regedit waalwaulwgly regedit §ail

- HKEY CURRENT_USERSoftwareMicrosoftWindowsCurrentVersion
PoliciesExplorer au "NoFolderOptions" = "1

- HKEY _CURRENT _USERSoftwareMicrosoftWindowsCurrentVersion
ExplorerAdvanced au "HideFileExt" = "1"

- HKEY _CURRENT _USERSoftwareMicrosoftWindowsCurrentVersion
ExplorerAdvanced au "Hidden" = "2"

- HKEY_LOCAL MACHINESYSTEMCurrentControlSetServices SharedAccess au
"Start" = "4"

- HKEY_LOCAL MACHINESoftwareMicrosoftWindowsCurrentV ersion Run au
Flashy.exe

5. lufistart MenuProgramsStartup au systemiID.pif

6. [ Run fius msconfig 1den start up me%wmagﬂ%ﬁw systemID 88

7. lUTRuN fiait regedit WaIUAHKEY LOCAL MACHINE
SOFTWAREMicrosoftWindows NTCurrentVersionWinlogon lagiian Registry ﬁﬂﬁ (e lad
Andna1lden New (den String value) "AutoAdminLogon"="1" "DefaultUserName"=*%e
rzﬂ“i’f" "DefaultPassword"hacked"

8. {Un Show hidden File w&7lUi C:WINDOWSsystem32 au File o Flashy.exe

9. WY Hirens BootCD 8.1 lnn1slvanain
http://files.9down.com:8080/HBCD81%5...own.com%5D.rar LWyuadtiy CD waviinIg
Boot LA3asae CD Wideniite Password 4o 1. udaden patition iden Account Tlagdng

Password uag a9nanlusunsu

4, Toy.exe
ANWAULING

1. ileiandestuimin Desktop azilnunIunasniwdinguiun

2. lalanansaid Local Disk sheq Temiaunisauiie Flash Drive shelnsassuidanan
1 Drive sheq Tnensalalld Feandnuanuds Open 13 Explore Wit
sunla

1. W"lufl CDocument and Setting %o User Start Menu Program Startup ag
C:WINDOWSSYSTEM32 aulwédite mslogon
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2. Restart Lﬂ%‘laﬁ

5. Windows Genuine
LH9991NUTYN Microsoft  1ans19@audvdns Windows XP  vinlvines Format
Harddisk Tsiviavan {1un1s Windows Update Ugyyniliinanndiswianyidsia KB890859

Vil user mode wIWindows AT Tasisuann Microsoft 1g1u AU Update

=

wioudwiulvanuda (@msudfisadu Notify me but don't download) on1ssmanass
auysal Product Key 2wgnasluds Microsoft Server iiloginindvaniuield mnia o
wpesniuIansnudtagliannsn Logon Idaedivdnaedih iAaarnnsudlalndlusssu
kernel ¥il¥ALAn c000021a fatal error
Wuly

387 1 1 recovery console vav3ulaia

1. Set Bios WiATaaynandisen Tneldunu setup 189 Windows XP 19713

2. LﬁaLﬂ%agmuﬁwﬂwﬁiﬁtﬁaﬂL%mé’wiﬁﬂm r Lﬁan’hé recovery console

3. 1iloitng recovery console awtfiuaediadne DOS azauitdeInITaLAY
sl Tneazdisnenistunlinafiauden wu [1ICWINDOWS dazvhauiulasiifina
1 ua2nA enter

4. 1ld Password aslu &1lsififing enter fuly wérfiasdiy C:WINDOWSS

5. IdluluTnawesde SNtUninstallkBg90859$ Tnedinsi
cd$NtUninstallKB890859$ u&anm enter fintiaeaziy
C:WINDOWSSNtUninstallkB8908595>

6. MU dir wane enter %ﬁiﬁﬂ%@lﬁ/\lésﬁumiﬁ copy a authz.dll, user32.dll,
winsrv.dll, ntkrnlpa.exe, ntoskrnl.exe Wag win32k.sys iﬂl’sﬁi C:WINDOWSSYSTEM32

7. WU copy authzdll  c:windowssystem32 uainm enter xR
overwrite ﬁuivxléﬁﬁagjl,l,é"m%ahi Tiinou yes lngna y ﬁWLLuuﬁauﬂsunﬂ"LWéﬁa AUW copy
Folnld cwindowssystem32 1iloviasunuannlndudalvifins exit udanm enter 1A30sazs
ANISNLDY

34 2

1. 10 Windows Task Manager

2. A End process wgatray.exe Tu Task Manager

3. Restart Windows XP u&1L21 Safe Mode

4. auFile WgaTray.exe 910 c:WindowsSystem32

5. aUFile WgaTray.exe 910 c:WindowsSystem32dllcache
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6. U7 Run RegEdit

7. Wil HKEY LOCAL MACHINESOFTWAREMicrosoftWindowsN T
CurrentVersionWinlogonNotify

8. au folder ‘WgalLogon’ wagyn File

9. Reboot Windows XP.

6. 1734 Godzila
ANWALINIT
1. \3esagliianunsa Double Click Walaswsinag I urazadnunduriiiedaladm
lngidianiuy Open %38 Explore
2. ﬁﬁi’fammﬂi’mguu Title Bar 999 Internet Explorer 11 “Hacked By Godzilla”
Bnsuily
1. Double Click lomau My Computer 7 Desktop Lﬁamm%; Tools --> Folder
Options
2. Unnglaezden Folder Options AANLAY View
1) adnLaen Show Hidden files and folders
2) nadeamune/ludesdindeunii Hide extention... wae Hide protected
operating system file ®an
3) man OK

a

3. natu Ctrl + Alt + Delete 7ifguasn
4. ﬂiﬁﬂglﬂazﬁaﬂﬁaﬂ Windows Task Manager AANLEBNWAY Processes
1) adnideniay Image Name (vite sort File)
2) antaenlng wscript.exe
3) AdnUy End Process
5. 1 Ualasn (nspdnidndvinden Explore %3 Double Click lasw) vinnisaulua
autorun.inf uaz MS32DLLdllvbs  een (Inena Shift+Delete) ynlasidiagluios
ﬂauﬂal,ma%%ﬁﬁmﬁy’q Handy Drive 203
6. Walvlaiaas C:WINDOWS tieaulid MS32DLL.dlLvbs aen (nenm Shift+Delete )
7. Wil Start --> Run Usinglaszdenden Run faninda regedit natju OK
Usnglaezdenien Registry Edit
8. AdNLABN HKEY LOCAL_MACHINE > Software > Microsoft —> windows —>

Current Version > Run tleaulwd Ms320LL (Ingn1snat Delete Aguasn)
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9. AdNLA®N HKEY CURRENT USER --> Software --> Microsoft —> Internet
Explorer --> Main \ieaulwd Window Title “Hacked by Godzilla” 88n (Imaﬂﬁﬂmﬁm
Delete figuasn)

10. Adnta Start > Run Usinglaezdenton Run fanids gpedit.msc naty OK
Usnglaezaanden Group Policy

11. AdnL@en User Configuration --> Administrative Templates --> System -->
Double Click lo& Turn Off Autoplay Ui’lﬂﬂglmagﬁaﬂﬁaﬂ Turn Off Autoplay Properties

1) AanLaan Enabled

2) Aantaan All drives

3) pdn OK iiledlesfunsilnlasnsaluiflunsdithuiudiviowsualasal
ulFendaiugeomediasilmanmsanlasalaiety

12. Double Click lomau Mycomputer i Desktop Lﬁaﬂw Tools --> Folder
Options

13. Usnglaezden Folder Options AANUTIU View

1) adn/lugesrenau 1den Donot show hidden file and folders

2) Adin OK wdiaedsanisneseninduluegl

7. 125a AdobeR.exe Win32/RJump.A
anwaza1ns Wuldandsanusunlasn arstdesduldlvnaunlasnidaiaclae
FaluTd T ESULIUR LASNITASDIRBNRLADS Aauidetuunlaesmnlutid Laza1uI

(Y o

wUamelusinsuegls mnluweudlasnidudlug Autorun.inf o dufvzilanuddsiteglu

Y

'
[

g Autoruninf Tnesaludn Fawdrudlafainazidoumdaldsudaluut uunlng
Autorun.inf anunsaldaeuldlnesudananlasliusunse
snsuily

3Unlailuauilaswdaoedaluds

1. Start ----> Run ----> gpedit.msc ----> Computer

2. Configuration ---> Administrative Templetes ----> system --—-> @Tuﬁdaqm']ﬁa
sudanandin Tum Off Auto play tdonidu Enabled Tutns Turn Off Auto playon = All
drives na OK u&nandeuusuiladnidn My computer lonnuvasassldmslusuda
AANUBLALASI AsAEnIINgIEiATIY Auto wFe Auto run v wnfiuansiriilafa Tden
Open uaalvaulvldlag Ul My computer --> Tools --> Folder options --> View -->
¥t Hiden files and folder 1&TulAndon Show hiden file and folder LL@hsﬁvﬂQﬂa@ﬂ

U33IAa1909n kA2 OK  AdnuAikaudlasw tden Open  uwdraulua Autorun.inf
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Adober.exe msvcr71.dll ravmonlog dunadneduazanes vnauldlauwansinlasaninauey
Tumneauin mnmassuidandnuaunla i Thna Ctrl + Alt + Delete TUsunsa Task
Manager 93usn wazidenluuau Processes mlusunsufidodn AdobeR.exe ndsaniuns
End Task w&ana OK udafluaulnd AdobeRexe lu CWINDOWS udafiluausdsly
registry 1ae Start ——> Run -—-> regedit --> HKEY LOCAL MACHINE /Software /Microsoft

/Windows / CurrentVersion/Run  184119971ieau DWORD @971 RAVD udqfida
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A5Ua9NuABNNIABI3IN Flash drive ARnlsa

1. 33n15Uamsinaudnluifvasgunsal USB Flash Disk

36

\p3esnauimediiouns mundildszuuuftRnig Windows 98, ME, XP, 2000, 2003

wsolmind1 dnazeygmivisenldlusunsulaednludi@douigunsal USB Flash Disk w1

oA o a s = o A = = a I3 U § Yo Yo
ABDLYDUNUABDUNILADT YINALFUNATUUIAD ﬂ'ﬁLiEJﬂIUiLLﬂﬁll‘Vl@']QLﬂu1'3§ﬁi%m']\1']uiﬂ8‘llﬁﬁ'l

RRUGID
1.1 Uneae GPEDIT

« AANAYLLLY Start -> Run

3

'
€ 0

« WUNANFS gpedit.msc

— Type the

name af a program, folder, document, ar

g Internet resourze, and Windows will open it For wou.

Qpen: I gpedit.msd|

k.

A

Zancel | Browse, ., |

2 x|

« M9 Group Policy daunaitaugne waildenluiiuy Computer

Configuration -> Administrative Templates -> System

=18/
File  Action Wiew Help

e |B[m[EF R 2m

jj'LocaIComputer Policy | | Setting | State |ﬂ

E@ Computer Configuration

F-(Z0 Software Settings

D Windows Settings

EI[:l Administrative Templates
D Windows Components
Ea Syskem

----- D User Profiles

----- (2 scripts

----- [_1] Disk Quiotas

[]---D Met Logon

----- (23 Group Policy

----- D Remote Assistance

----- (2] System Restore

D Error Reporting

----- (2 Windaws File Pratection

----- (21 Remate Procedure Cal
C T A lim A s Tiene cr.. .,

"

Extended >\ Standard

E‘_ﬁ Restrict potentially unsafe HTML Help Functions to specified folders

@ Do not display Manage Your Server page at logon
@ Display Shutdown Zvent Tracker
@ Activate Shukdown Event Tracker System State Data Feature
@ Enable Persistent Time Stamp
@ Specify Windows inskallation file location
@ Specify Windows Service Pack installation file location
@ Remove Boot | Shukdown | Logon [ Logoff status messages
E‘_ﬁ Werbose vs normal status messages
@ Restrict these programs From being launched from Help
Turn off Autoplay

@ Do not autormaticaly encrypt files moved to encrypted Folders

@ Download missing COM components

E‘_ﬁ Allows Distribubed Lnk Tracking clients to use domain resources
=W Do nok burn aff system power after a Windaws system shutdawn ...

@ Turn off Windows Jpdate device driver search prompt

Mot configured
Mot configurad
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mok contigured
Mot configured
Mot configured

Mot configured
Mot configured
Mot configured
Mot configurad
Mot configured

Ll
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« futlanandl Tum off Autoplay tierigvtinsne Tum off Autoplay properties
waglien Enable A1ntu lunseuiagiuans Wite Tum off Autoplay On: uaI34

donidu AUl Drive

Turn off Autoplay Properties :d |

Setting | Explain |

@ Turm off Autoplay

" Not Configured
¢ Enatled
" Dizabled

Turn af Autoplay on: IED-HDM diives j

CD-BOM drives

Supported or: At laast Microzsoft Windows 2000

Previous Sefting | Mext Setting |

OK. | Caticel | Apply |

« 91N1U AANUYN OK wadUaviti1sineves Group Policy Editor

v

2. UnAY registry

—_

1 v I

WlrAsutegienuazinnudsniinauiana1nlutum oun1svin 33Rsaiiy
l

TURBUANEY DE9TOUABUIANY

« AaNY Yy Start -> Run

=10l x|

Data

I | i !
-2 HKEY_CURRENT_USER
-2 HKEY_LOCAL_MACHINE
{20 HKEY_USERS

-2 HKEY_CURRENT_CONFIG

1 |

My Computer

sl
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HKEY CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer

&' Registry Editor =10 x|
File Edit Wiew Favorites Help
{:l Group Policy Objects ;I MName Type |
-1 GrpCony [ab](Dsfaulty REs_SZ
{0 Internet [B¥]HonorautorunSetting  RES_DWORD
"i:l Internet Sethings [2¥]nacoBurning RES_DWORD
- Multimedia NoDriveAUtoRUn RES_DWORD
=1 Poiicies B¥]NoDriveTypesutoRun  REG_DWORD
g ;’;‘iﬁ;‘i NnLowDiskSpaceChecks RES_DWORD
03 spstem %] MosMHel REGS_BINARY
{2 Run
[ Run-Disabled =
D Runnce
-1 Settings
-2 shell Extensions
[]--{:I Syncrnar
#-27 Telephony _|;|
4] | » 1 | |
|M';-' CompukeriHEEY _CURREMT _USER ) Saftware|Microsoftwindows| Currentyersior Policies\Explorer i

- uLandn? key “NoDriveAutoRun” wansanen ff (\augiudumn)

Walue name:
IN:::D rvediutaBun

Walue data: Baze
Iff {* Hexadecimal
" Decimal

1] I Cancel |

. AAN OK wazUantinanalusinsu Registry Editor anuudssansviulaidiie

NAABING

1.3 Ynlagldlusunsu TweakUul

TUswnsy TweakUl  1Julusunsufinasusem Microsoft  Iemeunsliaiunse
download Tgaulews wagldeulalusnn ianudilaladisninuin @ TweakUl toglasau
A8nsUSuLss Windows ag1ad1eq Bunnune wildutuiie anuaiansalunstanmsiney
wuusalusiRideldunudfuazaunsnl USB Flash Disk fe Ssnslilusunsa TweakUl agtae
anduneuigeennlfinnuaziinnuidswonufianaalitesniaesisdreiy dmsutuney
Tun1sdansiauuuusmluga S

. ﬂaﬂ‘ﬁlmy Start -> Program -> Power Toys For Windows XP

- 150N TweakU! 98U ninsig TweakUl Guan



P Tweak UI

e OO o O o O e IO e IO e O e O |

:l..
2
a1
]..
H
H
H
al

- General
- Mouse

Explorer

- Common Dialogs

- Taskbar and Start menu
- Dieskbop

- My Computer

- Contral Panel

- Templates

21x|

 Trweak LT For Windows
Select a setking from the tree list at left,
Toget help For anitem, click the 7 in the upper right corner of

the dialog, then click the item. The help will appear in the
"Description’” box,
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[#- Inkernet Explarer
- i_ommand Prompt
[+]-Logon
- Access Conkrol
- Repair
Wersion 2, 10,0.0
Far Windaws ¥P (3P1 and higher) and Windows Server 2003
QK I Cancel | Anply, |
.24' Y Y a Ay a
« 9 panel AUY1gUD Llaan My Computer-> AutoPlay-> Types 7101UUBY

Usingnseu Autoplay Drive Types TWaansuiieldidon Enable Autoplay for CDand DVD

Drives dnlaifiaansTwuiy €D DVD visuuuudalusifleldusu Enable Autoplay for

removable drives ilsifiaenisivigunsal USB Flash Diskvitaulagdnlusimiilolduny

About
General
Mause
Explorer
Common Dialogs
Taskbar and Start menu
Deskiop
Iy Computer
Drives
- Special Folders
E| AukaPlay

i Dirive Letters

- Zontral Panel

- Templakes

- Inkernet Explorer
- _ommand Prompt
- Logon

- Aceess Control

- Repair

 futoplay Drive Tvpes

[ Enable autaplay For COand DVD drives
Enable Autoplay Far removable drives

— Descripkion
Check "Enable Autaplay For removable drives" ko enable
autoplay on drives containing removable media such as
CompactFlash or SmartMedia drives.

oK I Cancel Apply

« 91NTUNAYY OK LitaUnmntiisineil
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2. inuauLianan Flash Drive

v
v A U a a

swduidandn Flash Drive iailagdoya ieduidansnlndudany vislnawmesi
09 AUTINg Iy 19U Folderexe vidolwdnTowmiloulndinosifogudinudig exe 35
Ualspanaan Open %o Explorer agUaanduannni

35n15:Wa flash drive #28 explorer liUaanne

Tuveads mnfinrusiduasdodldan USB Flash Disk wesauduiuiaios
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1. newdeu Card Reader %30 Flash Drive Tinay Shift A1al3 uarrAeeaidey Flash
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2. %AW INUUANLTITII Flash drive 8¢ wu D: E: F: 610¢ drive H: N9susll HA> waa T

a 6 I3

fiusidda dir Fagennann directory Munefs uana file wag folder Miglu drive H gt
f1ds dir /ah T /ah vanefs Wuansanis file wag folder figndount (hidden) dafitay
ka3 folder ladldvnelulnu daegasuiiousignaould wazvinliaaiuzilu system file
melutdumsiilindvunlaefiunsslu command prompt Tiusian attrib -s -h -r /s /d #19

AN

soft Windows XP [Uersion 5.1.2680]
yright 1985-2881 Microsoft Corp.

s\khaekhai>H:

Microsoft Windows XP [Uersion 5.1.2600)]
c> pyright 1985-2881 Microsoft Corp.

>:\Users\khaekhai>H:

H:\Odir Zah

Volune in drive H i ICHAL9Y9
Uolune Serial Nunbe s 6834-7785
Directory of H:N\

File Not Found

g
€ 0o o [

uérsidddlunisau Folder fidauay (lh¥a) fail HA\>attrib - -h -r /s /d
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icrosoft Windows XP [Uersion 5.1.2600]
{C> Copyright 1985-2881 Microsoft Corp.

rs\khaekhai>H:
ir Zah
in drive H is SRICHAI®Y
Uolune Serial Number is 6834-7785
Directory of H:\

File Not Found

H:\Jattrib -8 -h —» /s 7d
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yosiddlisednag udsnguanmsianulagldddnia fio dir /ah wafilémnlad file 3o
folder figngoulifiainisvhandss asniiluglu Flash drive asusing folder sreq 16
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